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ABSTRACT

Artificial intelligence is used in finance to develop accurate predictive models in numerous
real-world applications. To increase accuracy, the machine learning models use complex rules
that are inaccessible to the users. Therefore, the interpretability issue has become subject to
not only the user but also regulatory institutions. Recent research in Interpretable Machine
Learning approaches has provided various interpretation methods that can help humans
optimize predictive processes and supply reasonable human-friendly interpretations. Firstly,
we trained two interpretable models and one black box model using a credit-card fraud-
detection dataset in this paper. Our case study showed an example that the black-box model
outperforms the other two interpretable models. Therefore, the black-box model can be an
attractive candidate to use in practice. Secondly, we provided a use-case of 3 interpretation
methods with the trained black box and showed that interpretation methods could increase

the black-box model's interpretability.
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1. INTRODUCTION

Many black-box (BB) models are used in finance to solve specific problems because machine
learning (ML) is the prime classical method. Since the prediction-making rule is in the BB, the
predictions are opaque and hard to interpret. Highly regulated financial institutions use
interpretability reasons to argue why they do not adhere to the total integration of the ML models
with the financial system, in contrast to other sectors (Carvalho et al., 2019). Recent regulations
concerning artificial intelligence (Al) and ML in finance debate the risk of adopting Al in financial
institution-related activities (EU, 2019a). Basel Committee on Banking Supervision (BCBS) says
financial institutions must provide an explanation of model construction, interpret the prevision-
making process and assumptions, provide a detailed description of input data and mathematical

formulas employed before integrating a specific model.

According to the latest trends, financial institutions are more likely to adopt BB models in their
prevision making processes, essentially driven by increasing performance in specific actions like
classification. Even though the BB models provide accurate predictions, automated prevision-
making models operate in their way without offering the rules-based process description. At the
same time, the situation can be unprofessional because the advisor cannot explain why the client
did not get the credit approval and non-transparent because the model generates the prediction
based on historical data and self-defined rules (EU, 2016).

Discussions on the reasons for and results of BB model adoption in financial-related activities
have focused on increasing performance, increasing margins. Still, there has been less work
studying interpretable techniques' potential in enabling black-box use. In the literature on
interpretable Al, these few techniques are sometimes insufficient as an end-use resort.
Researchers must provide an in-depth comparative analysis to gain further understanding of
interpretable techniques in the context of financial modeling. Focusing on the BB models'
interpretable techniques, the financial institution can prepare the ground for practical scale ML

methods in finance and fit the BB models with the current policies objective (EU, 2019b).

Our research paper seeks to define a reasonable interpretation for ML models by understanding
feature discrimination for fraud detection that is interpretable for financial institutions, to deliver a
good model explanation that refines confidence and understanding of fraud detection models.
We aim through the advanced international research project to study interpretable machine
learning (iML) methods compatible with BB models widely employed in financial modeling. To

explore our goal, we will respond to subsequentially derived queries.
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First, we identify popular ML models applicable in finance and interpretation methods appropriate
to any ML model (section 2). Before presenting our methodology (section 4), we offer a detailed
analysis of the dataset (section3). Once we train the model of run the interpretation method, we

present our result in section 5.

2. LITERATURE REVIEW

With the soaring use of ML and Al to predict various types of outcomes, a need to understand
the algorithm had arisen (Felzmann et al., 2020). The automated prediction-making systems'
impact can influence particulars and society in general (Mittelstadt et al., 2016). Algorithms are
"mathematical constructions with a finite abstract, effective, compound control structure to
accomplish a given purpose under given provisions" (Hill, 2016) and can have an impact by
creating ethical challenges concerning responsibility and human-machine interactions
(Coeckelbergh, 2020 and Matthias, 2004). According to Jordan and Mitchell (2015), ML
computer systems represent algorithms that refine self-learning through experience and data
analysis without being specifically programmed.

In the last decades, these self-operating algorithms have demonstrated remarkable
performance in varied duties — often outperforming humans in terms of speed — and are
applicable in assessing different complex decisions (Buetti-Dinh et al., 2019). During their
research, Nichols, and Schwabish (2014) determine that high costs of the workforce incite fast

integration of automatic methods such as classifications.

Artificial Intelligence has allowed ML use in vast fields like healthcare, banking, and finance,
insurance. As defined by J. McCarthy during the Dartmouth Conference in 1956 and developed
by Turing (1950), Al is the faculty of a machine to reproduce intelligent human behavior in a
specific context. In finance, precision is the key to success; therefore, financial players prefer
to use complex models like BB models to increase prediction performance. Even the relevant
field directly concern humans (ex. cancer prediction, fraud detection, credit default, etc.); by
seeking to improve performance, ML models become heavy and highly inaccessible to human

comprehension.

Like a few decades ago, the lack of interpretability of these models' input boundaries for real-
world application. The increase in model complexity is, therefore, the reason why humans fear
the total integration of such models in more critical decisional processes, such as credit
approval, job screening, cancer detection, and sovereign cars (Tsang et al., 2021; Fong and

Vedaldi, 2017). Many of these models do not allow a clear interpretation of the results due to
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their complexity and make the interpretability of ML models a valuable asset. Interpretability is

a primordial criterium for the adoption of ML in actual-world practice such as finance.

IML seeks, with this regard, to develop methods to increase transparency or interpretability
(Lipton, 2016). In these circumstances, various interpreters for those ML have been developed
in recent years. Researchers have been talking about the classification problems of those

methods since the suitability of each method depends on what kind of situation it is applied to.

The world of ML models is vast, and we cannot cover every model. In this section, we are going
to present the most common MLM. The taxonomy of iML algorithms depends on the desired
outcome, either learning style, function, or the problem it studies. To offer a clear understanding
of the models to our reader, we will present a literature review of the methods based on the

model-specific and model agnostic classes.

2.1. MACHINE LEARNING MODELS AND INTERPRETABILITY

In finance, precision is the key to success; therefore, financial players prefer to use complex
models like BB models to increase prediction accuracy. ML models' development
demonstrated significant performance and accuracy in varied duties in the last decades — often
outperforming humans in terms of speed — and solve different complex decisions (Buetti-Dinh
et al., 2019) and has become heavy and highly inaccessible for human comprehension. With
the increasing use of Al to predict, a need to understand the algorithm had arisen (Felzmann
et al., 2020). Automated prediction-making systems can negatively influence particulars and
society in general (Mittelstadt et al., 2016).

Mittelstadt et al. (2016) note that model complexity tends to challenge and shuffle humans.
According to Zinke et al. (2018) and Michall et al. (1997), model complexity constantly increases
concerns about personal data and put in light the question of model transparency. Transparency
is a non-exhaustive criterium to distinguish if a model is interpretable. The meaning of
interpretability is ambiguous. It generally describes model interpretability, multiplicity and

detectability, ethics, confidence, and model fairness.

While the ML models are performant in various fields and the previsions are commonly accepted,
the need to define what is a reasonable interpretation has become primordial. The common
acceptance of the model prediction is not enough as ML can face errors, like incidences in
finance. A single metric, such as accuracy, is an incomplete description of most real-world tasks
(Doshi-Velez and Kim, 2017; Varshney & Alemzadeh, 2017).



Generally, interpretability is not required if (1) the prediction does not high-stake impact or accrue
societal consequences if the results are mistaken or (2) the issue is well studied. Immediately
once the financial model has a crucial impact on approval or decline of the transaction as
fraudulent or changing fraud patterns over time, make interpretability primordial (Doshi-Velez &
Kim, 2017).

Given societal acceptance, it has become relevant to deliver fairness and guarantee previsions
perform as anticipated. We identify few criteria to assess interpretability according to Doshi-Velez
& Kim (2017) and Keil et al. (2004):
o Fairness — allow the model to cope with biases and ensure a non-discriminatory
prediction (ex. age, etc.)
e Privacy — guarantee that reliable information is protected.
¢ Reliability and robustness — make sure that changes in the input data do not
considerably change the output.
e Causality — make sure that the model chooses just causal interactions.
e Trust — humans prefer a system that provides explanation rather than a black box that
predicts by itself.

Concerning the commonly accepted interpretability criteria, we present a literature review of ML

models in the following subsections focusing on transparency.

2.1.1. INTERPRETABLE MODEL

After studying circular paper on ML models, we identify models that explain themselves from
many models by extracting a prediction rule. In big lines, developers can employ groups of

algorithms to create interpretable models.

According to Simon et al. (2015), ML is a computer science category that developed from
employing pattern identification and automatic learning principle in Al. Generally, it is the model
that uses data sets to learn and make previsions. As presented by Mitchell (2006), a professor
at Carnegie Mellon University: 'A computer program is said to learn from experience E
concerning task T and some performance measure P, if its performance on T, as measured by

P, improves with experience E.



Transparent ML models focus on tabular data and predefines features. We can list three iML
classes, including decision lists, decision sets, and linear models. Further in this section, we
describe the interpretable methods for opaque ML models. (Letham et al., 2015) prove that it is
possible to generate simple rules which would be commensurable with decision trees and at the
same time have a sporadic classified feature preserving high model accuracy. For example,
Bayesian Rule List uses permutations allowing it to deal with a large number of features. To
complete the study on decision rules, (Su et al., 2016) introduce a two-level Boolean control

using AND, OR, and NOT rule, which aim to interconnect features using logical allegations.

Generally easy to use in predictive analysis, linear regression models are statistical models that
generate predictions based on variables like age, level of education, wage, etc. The name of
linear regression suggests a linear relationship between the dependent and independent
variables (Sharma et al., 2020) and (Hastie et al.,, 2013). The linear relationship of the
interactions of the dependent variables makes the model interpretable and straightforward on a
modular level. The effects are additive and offer the possibility to separate them. We can apply
the model if we have either numerical, categorical, or binary features. The mode makes it easy
to identify feature importance using the t-statistic test (Hastie et al., 2013; Molnar, 2020).
]

The test indicates that the feature importance in the linear regression model increases with its
weight. Even though the linear model is simple, it does not provide human-friendly
interpretations. The prediction is contrastive, but the reference value is O or the specific category.
We can extend the linear model in various ways, and this character of the linear regression model

makes the interpretability poor (Molnar, 2020)

The most common transparent predictive algorithm, logistic regression, is a supervised learning
technique (Hastie et al., 2013). Similar to linear regression approaches, logistic regression solves
actual questions, and it applies to classification tasks. Contrary to linear regression algorithms,
logistic regression can only take values from a given space: yes or no, zero or one, etc., and
compliment it as the linear model is not initially designed to provide probabilities (Hastie et al.,
2013; Molnar, 2020). To constraint results between 0 and 1the model uses the logit function
(Molnar, 2020):

1
14+e

logistic(n) =

Contrary to linear regression, the interpretation of the coefficients of the equation is less intuitive

and can be derived from the transformation (Hastie et al., 2013; Molnar, 2020):
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log (M) = ebi
1-P(y=1)

The term efi suggests that one unit change in the input feature changes the multiplicative

coefficients by efi. In the case of fraud detection, we need to predict binary categorical

features (yes or no, which may be transposed in one or zero). In this case, we could interpret

the logistic regression result as follow: if the reference feature changes to the other category,

the estimated e?:.

Decision trees are the preferred classification algorithm. The graphical representation
corresponds to a tree where the nodes compose the dataset features. The branches illustrate
the rule considered (Hastie et al., 2013), and the leaf nodes represent the decision. Decision tree
models, designed to complement linear regression models, can be employed if there are no
linear interactions between feature and outcome or between features. In the decision trees
model, feature importance metrics help the user understand how many features increase model
accuracy. Among the model's advantages, we count feature interactions that can identify distinct
groups, offer a natural representation of the prediction, and create human-understandable
interpretations. The main disadvantage of the model is that features must be categorical most of
the time (Hastie et al., 2013; Molnar, 2020).

Also employed in classification and regression tasks, support vector machines are used in n-
dimensional space to divide the data set and place the new input in the correct category (Sharma
et al., 2020). This model offers excellent model accuracy in forecasting static and dynamic

courses (Yan and Ouyang, 2018).

Leaning on the principle of Bayes theorem, Naive Bayesian solves categorization issues. Naive
Bayesian algorithm uses probability-based classifiers and eases the sentimental analysis,

classifying articles, etc. (Sharma et al., 2020).

Clustering is generally a known technique that generates cognitive maps where the inputs are
receptors of the information, creating a space between inputs defining whyx; It is different from
x;. Through pattern recognition of unlabeled data, clustering can provide prediction (Hastie et
al., 2013). Other methods employed to identify cluster centers in a set of input data, K-means
clustering models produce iterative distancing from the center to minimize the total variance
(Hastie et al., 2013). Memory-based classifier, K-nearest neighbor models (unsupervised

learning), does not ask for model fitting. It is employed to classify data according to the "majority
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vote across input data (Hastie et al., 2013). These simple models solve classification problems

like satellite image scenes.

Functioning on the shrinkage mechanism of the ridge regression, principal components analysis
mise on the dimension reduction method and are part of projections of the input data sets by
hypothesis considered uncorrelated (Hastie et al., 2013). Further studies have been made on

feature extraction technigues to select statistical similarities or not by directly studying the inputs.

In the past, in the presence of a significant amount of data sets, commercials adhered to the
association rule methods that imply identifying standard features across the data set in sale
transactions. For example, the feature's probability density is relatively essential (Hastie et al.,
2013).

Once the model becomes complex and feature space increases, the explanations became less
comprehensible. To solve the default of the models presented above, (Lakkaraju et al., 2016)
develop Interpretable Decision Sets to ease the description and predictability of ML approaches
applying Boolean rules if-then rules. The method comes with attributing a specific feature to a
class and can be interpretable for multi-class designation. As the decision list became
exhaustive, the model interpretability became less accurate. (Yin & Han, 2003) develop a new
technique called CMAR or Classification based on Multiple Association Rules. According to the
authors, CMAR posed a higher accuracy than other classification approaches (CBA ansdC4.5).
The method efficiently deals with many mined association rules and performs well concerning

class prediction.

2.1.2. BLACK BOX MODEL

Famous for using a considerable amount of unsupervised data, deep learning (DL) gains territory
in banking and finance-related activities (Chai et al., 2013 and J. Huang et al., 2020). DL is an
input-oriented model that is close to the action of the human brain (Dayan, 2008). DL inputs
create simuls, and the algorithm constructs cognitive maps based on observations (Barlow,
1989). Learning is the first observation of the input features x;, with a probability P;[x], and some
predefine know information (Dayan, 2008). Widely applied in any field, we present DL models

especially applicable in banking and finance.

Reinforcement learning techniques like Q-learning apply to stock market predictions and

enhance profitability by outperforming the buy and hold strategies and increasing prediction
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accuracy (C. T. Chen et al., 2018; Martinez-Miranda et al., 2016; Zhang and Maringer, 2016).
Jeong and Kim (2019) have proved quality learning methods increase model accuracy and break
the overfitting issue caused by insufficient data. Generally, the model is helpful in the case of the
learning task of action in a specific state (Hastie et al., 2013).

Further, ensemble learning ML models imply combining strengths of a collection of more
straightforward methods to increase predictive abilities. Famous for breaking down the problem
into smaller tasks, ensemble learning models provide the user with a base learning model

accounting for the training data set and the composite predictor (Hastie et al., 2013).

Also known as bootstrapping, bagging represents an ML ensemble model. The algorithm
increases the stability and accuracy of the prevision-making model or estimator using statistical
classification and regression problems through an approximative illustration of the posterior
mean (Hastie et al., 2013). Constructed around the averaging model approach, it was the first
design for decision tree models. First, the model includes fitting the algorithm to the trained data
set considering the regression problem based on the input X. Second, the model considers the
mean of the overall model predictions across samples and diminishes the variance of the model.
Lately, we compare the bootstrapping estimate with the model estimate. As explained by (Hastie
etal., 2013) in section 8.7 of their book, the bootstrapping estimate will only differ from the original
estimate if the predictions follow a nonlinear model. Essentially, in Decision Trees, the proper
estimator is the prediction according to the input data. The bootstrapping estimator is the mean
prediction of the input data set. Generally, the bagged decision predictor function as follows (Hu
etal., 2012):

Prediction

Figure 1. A general framework of the bagged decision tree predictor
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Applicable to both classification and regression models, boosting models are statistical
algorithms that combine different classifiers' output and generate a classification panel (Hastie
et al., 2013). Based on the model '‘AdaBoost. MM1' algorithm constructed by Freund and
Schapire (1997) implies data modification at each boosting level attributing personalized weights
to each input data. This iterative procedure contributes, therefore, to increase model prediction
by continuously decreasing the error rate. According to Breiman (1998), bagging models are the

best off-the-shelf classifier in the world.

Another DL models are neural network (NN) models that are applicable in diverse task solving.
Barlow (1989) noted that NN models replicate the natural neurons and have comparative
advantages over the linear models. NN executes tasks based on inputs, and there is no need to
rule assemble the network (Hastie et al., 2013). The models are simply nonlinear statistical
models with one or more hidden layers to the same authors. Usually employed in regression or
classification tasks, NN works like in Figure 2. We should consider additional bias non-observed
units for every unit in the hidden and output layer while working with the algorithms. According
to different researchers, small numbers of layers nodes and hybrid models have better model
accuracy than the initial model (Hastie et al., 2013).

Y: Y °° (&

200 - 0

® © 0---9® ©

Figure 2. Schematic of a single hidden layer, fee-forward neural network
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NN models contain weights — unknown parameters — that fit the model's training data set. The
big challenge of the NN model is the number of parameters and optimization problems that may
be unstable if the instructions are not followed properly (Hastie et al., 2013).

NN models have similar structures and great model accuracy in the financial sector and solve
different tasks, including (Chai et al., 2020):
e exchange rate prediction: convolutional neural networks, feedforward neural networks,
deep neural networks models.
o Stock market predictions: deep neural networks models, recurrent neural networks,
convolutional neural networks, feedforward neural networks models.
e Stock trading: recurrent neural networks, convolutional neural networks models.
e Banking default risk and credit: convolutional neural networks models.
¢ Portfolio management: recurrent neural networks models.
e Macroeconomic prediction: deep neural networks models.

e Price prediction: artificial neural networks models.

The main issues of the NN models are starting values problem, overfitting, input scaling, the
number of hidden units and layers, and multiple minima. Starting values issues connect to the
fact that the nonlinear model acts as a linear model in weights close to zero. It leads to zero
derivatives, creating exact symmetries, and a stational algorithm (Hastie et al., 2013). The
overfitting challenges account for attributing more than one weight to the same feature. Authors
of the same book specify the possibility of adding a penalty error function adding the terms to
the respective weights. Since any modification of the inputs may affect the quality of the solution,
scandalized approaches of imputing zero o the inputs mean and one to the standard deviations
are necessary. As Hastie et al. (2013) concretize in their book, the number of hidden units
influences the model flexibility. Hence it is recommended to increase the number of hidden
companies by more than five up to 100. It is crucial to remark that the number of hidden layers
is associated with the experience. Multiple layers influence the feature construction—numerous
minima issues related to the starting configuration. Ripley (1996), average predictions across the

networks could be a good approximation of the end prediction.

The specified solutions for neural network models contribute to increasing model opacity, and

therefore complementary methods must be employed to make the models interpretable.

2.2. MODELS APPLIED IN THE FINANCIAL INDUSTRY
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Credit scoring and credit card fraud detection are popular use-cases of ML in the financial

industry.

The development of the credit scoring model is a critical task in the financial industry (Chuang
& Lin, 2009; West, 2000). Linear Discriminant Analysis (LDA) is the earliest applicable model
for credit scoring. Afterward, various new techniques, such as the Logistic Regression (L.R.)
and the Artificial Neural Networks (ANN), have been applied (Chuang & Lin, 2009). Many
works of literature have been using various machine models to identify the best-performing
model for credit scoring. However, there has been no consensus of which model is the best

prediction model based on its prediction accuracy (Dastile et al., 2020).

One difficulty of the credit scoring prediction is the data imbalance, which comes from the fact
that default events happen only infrequently. This feature makes it difficult for models to predict
outcomes due to ML mechanisms (Dastile et al., 2020). Various technical sampling methods,
such as over-sampling and under-sampling, have been developed to make it easier for the
model to predict (Dastile et al., 2020).

On the other hand, since the number of e-commerce transactions has been drastically
increasing in the last decades, the importance of the development of high-speed and
automated credit card fraud detection models also has been growing (Kokkinaki, 1997).

In comparison with the credit scoring model, the credit card fraud detection models have
similar requirements as they also have to tackle the imbalance data problem (Maes et al.,
1993; Phua et al., 2004) and have to deliver good performance for out-of-sample data (Maes
et al., 1993).

2.2.1.DISCUSSION OF PREDICTIVE ACCURACY MEASURES

The imbalanced data problem leads to the issue of the selection of the measure of the model
performance. One of the typical accuracy measures is Percentage Correctly Classified (PCC)
(Dastile et al., 2020), and overall accuracy measures and calculates the proportion of the

correct prediction among the whole predictions.

Predicted
Fositives Megatives
Positives ™ FM

Actual Megatives FP TH
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Figure 3. A confusion matrix with a correct prediction, adapted from Dastile et al. (2020),
P.9

Phua et al. (2004) discussed that due to the imbalanced data problem, the overall accuracy
measure, like PCC, is not suited to evaluate the model accuracy since models can get a good
PCC score easily only by predicting all transactions positive (negative). One of the alternative
measures is G-Means, is (Dastile et al., 2020),

. TN FN
— — X
mean = FP+TN) " (TP + FN)

And this is resistible to the imbalanced data problem (Kubat & Matwin, 1997).

The other popular candidate is Area Under ROC Curve (AUC), surrounded by the ROC curve
(Figure 4). ROC is the curve made of coordinates that consist of percent true positive and
percent false negative at each threshold convert predicted probabilities by model into binary
classification. The components of each coordinate, Percent True Positive and Percent False
Negative, in Figure 4, can be calculated by the following definitions:

TP
Percent True Positive = ————
TP+ FN
P t False N ti ki
ercen aklse Negative = ——————
g FP+TN
- ROC
1000 \
Ideal point
Percent
True
Positive
increased undersampling
ofthe majority class moves
the operating point to the
upper right
% griginal data set
0 100

Percent False Positive

Figure 4. lllustration of ROC curve, retrieved from Dal Pozzolo et al. (2018)

This AUC measure is superior to accuracy measures, such as PCC and G-Means, in the

sense of its characteristic of independence on threshold level (Ling et al., 2003).
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However, all PCC, G-Means, and AUC are not very useful in comparing fraud detection
models or credit scoring models since they do not consider the cost of forecasting error. For
example, a false-negative error causes higher costs than a false-positive error in the credit
scoring model. The false-positive errors only lead to losing an opportunity to lend money to
earn a small amount of interest fee. The false-negative error leads to a considerable loss of
banks that comes from the default event. PCC, G-Means, and AUC take false-positive error
and false-negative error into account equally. This feature is inconvenient to compare models

in the application of credit scoring and credit card fraud detection.

On the other hand, Type | Error, and Type Il Error are straightforward and reasonable
measures to compare models if you know error costs for models' miss specification (Dastile
et al., 2020). Type | Error is the conditional possibility that the model mistakenly predicts a
legit transaction as a fraud. Type Il Error is the dependent possibility that the model mistakenly
predicts a fraud transaction as a legit transaction. If you know the expected costs that cause
by false-negative error and false-positive error, you can calculate an expected loss from each
model's prediction and compare them (Hand & Till, 2001). In general, the cost from the Type
Il Error is higher than from the Type | Error in the credit scoring context (Chuang & Lin, 2009).
In the event of credit card fraud, customers must partially or entirely pay the loss from credit
card fraud. The banks must owe all the loss, including a different feature in the default
modeling compared to credit score modeling. From the service providers' perspective, the
event implying that the relative error cost of false-negative to one of false-positive in the credit
card fraud context is lower than in the credit scoring (Maes et al., 1993).

2.2.2.DISCUSSION OF INTERPRETABILITY OF PREDICTION MODEL IN THE FINANCIAL
INDUSTRY

As we already discussed in the former sections, the criterion of a good model is the model's

accuracy and interpretability.

The easiest way to maximize the model's interpretability is to use interpretable models, such
as logistic regression and decision trees. However, much literature reported that BB models
performed well and outperformed interpretable modes in the sense of their predictive accuracy
(Maes et al., 1993; Neagoe et al., 2018; Tomczak and Zieba, 2015; Trinkle and Baldwin, 2007).

Because of the superiority of BB models, the development of the methods that boost the

interpretability of BB models, such as Partial Dependence plot (PDP), LIME, and SHAP, has
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been actively processing in recent years and has been applied to BB models in the application

in the financial industry.

Those methods for the interpretability of ML models help service providers of lending and
credit card transactions detect flaws of their BB models, which are difficult to find due to the
models' non-transparency and provide human-friendly explanations for their customers. And

those models also help the service providers to meet the requirements from the legal side.

Questions around ethics and data privacy circulate around Al and ML concepts as the societal
challenge increases with self-learning algorithms. Only two years ago, in April 2019, the
European Commission group of experts on Al published the ‘Ethics Guidelines for Trustworthy
Al'. In the guidelines, the responsible group develops on the essential requirements that self-
learning algorithms must meet to be trustworthy, among which fundamental human rights,
data privacy, diversity, and societal well-being represent the main societal concerns (EU,
2019b).

DL models has been proved to cause discrimination across minors in case of alternative
sanctions, errors being caused because past oriented algorithms cannot adapt as humans
unless it is changed (Angwin et al., 2016; Donnelly and Embrechts, 2010; O’Neil, 2016).
Interpreting the algorithm is a way to identify discrimination and biases in the model and fit

ethical concepts into the machine (O’Neil, 2016).

In the U.S., there exists the Equal Credit Opportunity Act, enacted in 1974, that prohibit to use
of gender, marital status, race, whether an applicant receives welfare payment, color, religion,

national origin, and age for the judgment of the credit card application (Crook, 1999).

Nevertheless, Freeman (2017) detected the existence of racism in the credit card industry. In
E.U., Equal Credit Opportunity Act, enacted in 1975, requires lenders to explain the decision
to give or refuse credit (Trinkle and Baldwin, 2007). The expansion of the model's
interpretability contributes not only to the providers' internal audit demand but also to mitigate

the limitation of the BB models' usage in practice.

Ethical and legal dimensions trigger the attention of regulatory institutions, but there is also a
need for precision of what is ‘interpretability’. To understand what is a good interpretation, we
first must picture the interpretability as a two-road interaction between individuals and

computers that perform self-learning models. The definition implies a need to comprehend
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research from data science, human science, and human-computer interaction (Abdul et al.,
2018).

Interpretability suggests unclear definitions, and there is not a joint agreement. Nevertheless,
when it comes to ML, interpretability is usually confounded with quasi-mathematical
techniques (Lipton, 2016). Usually, close related, interpretability refers to expandability if
humans can precept the method and the definition perception is related to their authors (Adadi
and Berrada, 2018; Doran et al., 2018; Gilpin et al., 2018; Lords, 2019; Rudin, 2019).

According to (Bracke et al.,, 2019), there is a cross border between ‘explainable’ and
‘interpretability’. The explanation being able to ‘answer different kinds of question about the
model's operation depending on the stakeholder”. ‘Interpretability’ focuses on making
‘stakeholders comprehend the main drivers of a model-driven decision’. Even though the
awareness of interpretability increased, it is still unclear how the algorithms provide prediction

and if interpretable methods can provide the sought information (Murdoch et al., 2019).

2.3.  METHODS THAT BOOST BLACK-BOX MODELS' INTERPRETABILITY

Model agnostic methods are interpretation methods that interpret any ML model. The challenge
of DL models, in general, is related to the very exhausting number of features, the complex
interconnection between nodes, and unintelligible feature interpretations (Tsang et al., 2021).
There are abundant research papers about interpretation methods for medicine in general.
However, the majority of research does not require concern fraud detection interpretation
methods. This research paper offers one contribution to apply iML in fraud detection using a

reasonable model interpretation principle.

F. L. Chen and Li (2010), finance as a specific field and includes critical topics like credit scoring,
which implies a massive data collection and classification effort. Using BB methods, financial
institutions can optimize the prevision-making processes using intuitive experiences and
guantifiable criteriums. The challenge comes from either training the financial institution to
understand decision algorithms or, more scalable method, use interpretation methods to provide

human-understandable interpretations.
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Local model interpretation of BB models essentially concentrates the attention on the drivers that
influenced a specific decision output. According to Guidotti et al. (2018), local model
interpretation is generally more precise than global interpretations.

Winners of the 2016 Innovative Applications in Analytics Award, Ustun and Rudin (2016)
determine that scoring approaches are less intuitive. Introducing Supersparse Linear Integer
Models (SLIM), the authors define a different data contraction to boost scalability. In their
research paper, Lei et al. (2016) prove that post-hoc explanations for the pre-trained model's
interpretability do not respect the model's faithfulness and stability. They propose a new design
of a self-learning model consisting of an end-to-end encoder and generator to create
interpretable summaries and demonstrate that the new model reinforces faithfulness and model

stability being a better interpreter for a complex model.

Studying the causes of a particular outcome, Strumbelj, and Kononenko (2012) present that
sensitivity analysis used in predictive methods can solve classification problems. Authors
propose perturbing the inputs to acquire feature importance in interpretable processes and prove
the algorithm with understandable human interpretations. The contribution is that the method
performs even if the interpreted BB model is changed. Using image perturbation, Fong and
Vedaldi, (2017) develop from a model initially designed to identify the parts of image classification
a model agnostic method can interpret any kind of BB models.

So far, the research question of the studied papers debates on interpreting the drivers of an
output. Another way of interpreting would be analyzing how the input must change so that the
production changes. According to Tomei et al. (1999), using model debugging helps to go
backward, changing the output. Inthe case of fraud detection, this implies if a particular decision-
making process predicts fraud when it is just an unusual activity of the client, the financial

institutions should change the rules to redefine the fraud action.

Contrary to local interpretation, global interpretable BB models understand the BB models as a
whole and the logic of their behavior (Guidotti et al., 2018). Craven and Shavlik (1995) realize in
their paper that the NN provides exhaustive interpretation inaccessible for human understanding.
They develop a method called TREPAN to provide understandable symbolic features from
trained NN. The technique acts identically as decision trees while using if-then and M-of-rules-
based algorithms representing the neural network classifier with a high level of fidelity, providing

accuracy and understanding.
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A PDP is another interpretation method that provides the marginal effect of features on the
output of the ML model. To do so, PDP calculates the averages over the training data —

techniques also known as Monte Carlo simulation (Molnar, 2020):
n
: IN 7 @
feG) =2 F (x5,
i=1

Where S is the marginal effect of the feature and xéi) actual values of the features in the
dataset, n is the number of instances, and C the data set (Molnar, 2020). The computation of
the method is intuitive and easy to implement. It helps model users to check the model's
trustworthiness and to have a rough explanation of how the model interprets inputs to produce
its outcome. The drawback is that it plots only up to two feature importance, does not provide

the user with the feature distribution, and can ignore heterogeneous effects (Molnar, 2020).

Local interpretable model-agnostic explanations (LIME) are interpretation methods that explain
the BB ML model's predictions. We train LIME to produce approximative representations of the
BB model. To understand what happens to the output of the BB ML model, LIME makes a new
data set with permuted samples and outcomes. The method should produce accurate local
predictions or, in other terms, local Fidel. Mathematically the methods account for a minimization
problem (Molnar, 2020):

explanation (x) = arg glégL(f, g, my) +Q(9)

The interpretable model for sample x is the model g (any of the iML) that minimizes the loss L
showing how close are the method results comparing to the initial model while generating a low
complexity model Q(g). The advantage of the method is that if the BB ML model changes, we
can still use the LIME and consider different features compared to the original model. The biggest
drawback is that the user must adjust the kernel for each application to generate logical
interpretations. Therefore, we see that the interpretation method delivers varying interpretations
(Molnar, 2020).

The feature interaction method is another interpretation method applicable in calculating the
model's prediction error after permuting the samples (Fisher et al., 2018; Molnar, 2020). The
technique produces intuitive interpretations. It is a concise interpretation of the model's behavior
and is comparable across multiple problems. The disadvantage of the method is that it is a
function of the errors of the BB model. The techniques work well with uncorrelated features. And
can decrease the feature importance because the importance splits across them (Breiman,
2001; Molnar, 2020).
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3. DATA
3.1. DATA DESCRIPTION

We used the data of the e-commerce transactions with fraud flag information and the other
various types of features from Vesta Corporation, which is available on Kaggle (Kaggle, n.d.).

Vespa Corporation is a company that provides e-commerce transaction solutions, and the data
they provide on Kaggle contains primarily two types of features. One is a humerical type, and
the other is a categorical type. The information to identify if a transaction is fraud is provided with
the value zero or one (zero means that the transaction is legit, and one means fraud). The
number of the features is 434, including the fraud flag feature, and the sample size of the data is
590,540.
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Figure 5. The values of each feature in a sample
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3.2. DATA PRE-PROCESSING
3.2.1. DUMMY VARIABLES

Some of the numerical features in each sample data contain no value. As we wanted to take this
also like one feature of the sample, we created blank dummies of each feature and inserted 0 to
each original feature value if it is empty. And we converted each categorical feature into dummy
variables as well. After these data pre-processing, the number of the features increases from
434 to 3217, including the fraud flag feature.

Modified feature and created dummies Created dummies

id_05 id_30_Android 7.0
0 1
Original feature 0 0
0 0
1 Original feature 0

0 : - =

id_30 id_30_i0S 11.1.2
0 = Android 7.0 0
0 \ 1680 Hnaiy i0511.1.2 ‘ 1
1 1 o
0 0
0 Mac 05X 10_11 6 0
0

0 Mac 0SX 10_11_6
0
0
0
0
1

Figure 6. Image of data pre-processing: Creation of dummy variables

3.2.2. DATA SCALING

We used [0, 1] scaling for each feature. Note that, because it does not affect the distribution of
the original feature values (Huang et al., 2015), this data pre-processing does not impact the

optimization of the decision tree model nor logit model but neural network model.

3.2.3.DATA SPLITTING INTO A TRAINING DATASET AND TEST DATASET

When you create a prediction model, you have to prepare the dataset with which you train your
model and prepare the dataset, with which you check the accuracy of the model prediction in
out-sample. This checking procedure is called cross-validation. In our empirical analysis, we split
the original data into a training dataset and test dataset, both of which have the same sample

size. Therefore, the sample size of the training dataset and test dataset is 295,270 each.
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3.2.4.OVERSAMPLING

If the sample size of one of the binary classes of the object feature is too small in the comparison
of the other, it becomes difficult to get a good prediction model due to the mechanism of ML. The
model tends to learn more from the class that contains many data. The issue is called the class
imbalance problem.

Chawla et al. (2002) proposed oversampling techniques called Synthetic Minority Over-sampling
Technique (SMOTE) to improve model accuracy. This method creates the unexisting synthetic

sample from the actual samples in the data and boosts the sample size of the smaller class.

The fraud detection dataset is one of the datasets with the class imbalance problem (Fu et al.,
2016; Maes et al., 1993). We applied SMOTE method to our data to boost the sample size of
fraud data. The number of fraud transactions in the original training dataset is 10,288, and the
proportion among the whole transactions is only about 3.5%. By applying SMOTE to our training
dataset, we obtain a balanced dataset. The sample size of the fraud transaction increased up to
the exact size of the legit transactions, enabling us to avoid the model overfitting to the initially
larger class.

Sample size of training dataset Sample size of training dataset
before SMOTE after SMOTE

300,000 300,000

250,000 250,000

200,000
150,000

100,000

200,000

150,000

100,000

50,000 50,000

0 I 0

M Legit transaction M Fraud transaction M |egit transaction M Fraud transaction

Figure 7. Image of data pre-processing: Sample size of training dataset before and after
SMOTE operation

4. METHODOLOGY

This section explains the methodology of the ML models and the interpretation methods that

we applied to one of the ML models, the NN model.

4.1. MACHINE LEARNING MODEL

We trained three types of machine learning models.
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- Logit model

- Decision Tree

- Neural Network model

The first two models belong to the interpretable models, and the last one belongs to BB models.
In the next section, we showed the prediction accuracy of each model, trained with the credit
card fraud data, to show the BB model can outperform the interpretable models, giving us the

incentive to use the BB model and implying the importance of the interpretation methods.

4.1.1. LOGIT MODEL
The logit model is a nonlinear parametric model used for binary classification (Molnar, 2020).

The definition of the model is as follows:
1

1+ exp(=(Bo + X}y %/B))

Once we obtained the values of 8 by training this logit model with data, we can explicitly tell

PO =1) -

people how much the change of any input x} affects the probability ofy’ = 1 from the model.

4.1.2.DECISION TREE

A decision tree is a nonlinear non-parametric model for classification and regression (Molnar,
2020). We used the 'sklearn' package on python to implement this model. its mathematical
description that we used for training the tree was as following (Scikit-learn, n.d.):

1. At node m, find a 8* = (j, t,,) that satisfies the following equation:
left right
% _ , _ , m left m right
0" = argmingG(Q,,, 0) = argming —Nm H( m (9)) + —Nm H( m (9))
where
j . afeature

training vectors: x; € R™
a label vector: y € R!
WEO) = ()% < t)
" (©) = Qm/ Qi (0)
Gini: H(Qm) = Xkefo,13 Pmk (1 — D)
Predicted probability for the region: p,,

2. Recurse step.1 for Q,l,fft(e) and Q,r,fght(e) until the m reaches the maximum allowable
depth.
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In the first node in Figure 8 ('V258' 0.02), a set of a feature and a figure was selected as 6* =
(j, t;n) inthe above procedure since the ('V258' 0.02) was the possible argument that satisfies
equation (*) in comparison with any other §. The same process was operated on the second
node and the right middle node each.

In our calculation, we set the maximum depth as three since the deep-depth decision tree
interpretable (Molnar, 2020).

V258 <= 002
gini=05
samples = 100.0%
value = [0.5, 0.5)

class = 0.0
/

V294 <= 00
gini = 0.48
samples = B1.6%
value = [0.6, 0.4)
class = 0.0

gini = 0.4

samples = 59.9%

value = [0.73, 0.27]
class = 0.0

Figure 8. Image of the trained decision tree model

4.1.3.NEURAL NETWORK MODEL

The NN model is a nonlinear parametric model invented to imitate human brain structure
(Rosenblatt, 1958). We used a 1D CNN model, a variant of the NN model, since our purpose
to introduce this BB model is to show that the BB model can outperform simple interpretable
models. Many researchers have reported its excellent performance in the last decade
(Kiranyaz et al., 2021). The 2D CNN model (2d-CNN) is a famous and popular model used for
2-dimensional data classification, such as image recognition. The 1D CNN model (1d-CNN)
is a model that has the same structure as 2d-CNN and applies to vector data, such as
electrocardiogram data and bridge vibration data (Kiranyaz et al., 2021).
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Figure 9. Image of 1D CNN model structure, retrieved from Kiranyaz et al. (2021),
P.7

We used the 'TensorFlow package on python for the calculation. As shown in Figure 10, our
model consists of one input layer, two 1-d CNN layers, and three dense layers. The activation

function for the final layer was 'sigmoid’, which is also called the logistic function.

Model: "sequential®

Layer (type)  Output Shape ~ Param #
convld (ConvlD) (None,

convld 1 (ConvlD) (None,

flatten (Flatten) (None,

(None,

(None,

(None,

params: 77,716,385
Trainable params: 77,710,385
Non-trainable params: @

Figure 10. Summary of our NN model's structure
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4.2. INTERPRETATION METHODS

We selected the following model-agnostic methods for our empirical application.
- Feature importance

- Partial dependence plot

- LIME (Local Interpretable model-agnostic Explanations)

4.2.1. FEATURE IMPORTANCE

Feature importance helps people to specify which feature contributes to the output in
comparison with the others. Although the concept and the empirical calculation procedure of
Feature importance were initially introduced by Breiman (2001), we constructed the Feature
importance measure according to the algorism recommended by (Fisher et al., 2018) since
our dataset was too big to follow the original procedure due to the computational limitation.

The specific calculation procedure that we executed is as follows:
1. Estimate the original model error: e°79i"4 = MSE (y,f(X"”ginal))

2. Split the training dataset in half and swap the value of feature s. (Generated datasets

are X{vide gnd xgwide with its sample size = g each)

3. Estimate the errors for the created datasets: e/'”'* = MSE (y, f (Xj””ide)) forj €
{1,2}
(eiiivide_'_eéiivide)
4. Calculate the feature importance of feature s : FI® = 2 /em-ginal
5. Repeat 1 — 4 for each feature.
6. Sort features by descending FI.

where f is the trained model, X°"9ina! js the original training dataset of the model's input and

MSE((-) is the mean squared error function (Fisher et al., 2018; Molnar, 2020).

4.2.2. Partial dependence plot
A PDP helps people recognize how much the change of a feature input affects the output
averagely and was introduced by Jerome H. Friedman (2001). The partial dependence

function fxs (x5) can be written as:

R v,
fxs(xs) = T_lz f(xsr xé‘ )
i=1

where x; is values of the features s, which you concern, and xé is the values of all the other

actual features C for sample i. n is the sample size of the training data (Molnar, 2020).

4.2.3. LIME (Local Interpretable model-agnostic Explanations)
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LIME, introduced by Ribeiro et al. (2016), helps people understand how much each feature's
values contributed to the output on individual transaction basis and model developers to detect
models' possible defections. The general definition of LIME is given with the following

optimization problem:

argmin L(f, g, m,(2)) + Q(g)
geaG

where an explanation model of LIME is g € G, where G is a class of interpretable models, such
as linear models and decision trees, f is a trained original classification model, x is an
instance that you want the explanation for, L is a loss function that measures the magnitude
of the discrepancy of the predicted output between f and g, 7, (z) is a distance measure
between x and z, the LIME samples instances that are perturbed samples near the objective
instance x, and Q(-) is a penalty function for the explanation model's complexity (Molnar,
2020; Ribeiro et al., 2016).

In our calculation we used the 'lime' package on python, and the specific definition of the

optimization problem was as follows:

argmin L(f, g, m(2)) + Q(g)
geG

where K

g(x;) = Z Xi j Bj

=1

f: the trained CNN model

K: number of features

My (2;) = exp

‘\/Eﬁl(xi.j ~z)’
2

g

M
L(f.0.m(@) = ) m @) (Fz) - g(2)?
i=1

M: number of the perturbed samples z
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5. RESULT

5.1. COMPARISON AMONG TWO INTERPRETABLE MODELS AND ONE BLACK-BOX
MODEL

We applied two interpretable models and one BB model on the data to compare the prediction
accuracy of each model. Therefore, we conclude that the BB models can perform better than
the interpretable models in the sense of prediction accuracy. One of the interpretable models
we used is the logit model, the classic statistical model for binary classification. And the other
interpretable model is the decision-tree model with the shallow depth. In our analysis, the
depth of the decision tree is three, as the deeper decision tree makes it complicated for
humans to interpret the compensation with its prediction accuracy (Molnar, 2020). The BB
model that we chose in this paper is the convolutional neural network model (CNN). It is one
of the most popular BB models these days and has performed relatively better than others in

the previous literature (Dastile et al., 2020).

We used two measures of the prediction accuracy for the model comparison, which are often
used in many empirical papers: Percentage Correctly Classified (PCC) and G-Mean.

Logit model Decision Tree CNN model
training data training data training data

Act\Pred|Legit Fraud Act\Pred|Legit Fraud Act\Pred|Legit Fraud
Legit 243753 41229 Legit 237056 47926 Legit 275845 9137
Fraud 61995( 222987 Fraud 60664 ( 224318 Fraud 2654 282328
test data test data test data

Act\Pred|Legit Fraud Act\Pred|Legit Fraud Act\Pred|Legit Fraud
Legit 243119 41776 Legit 237040 47855 Legit 272974 11921
Fraud 2748 7627 Fraud 3661 6714 Fraud 3820 6555

Figure 11. Confusion matrix of the result from each model
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Figure 12. Comparison of PCC among two interpretable models and black-box model
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G-Mean
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Figure 13.Comparison of G-Mean among two interpretable models and black-box model

As you see in Figure 12 and Figure 13, the CNN model predicted much more accurately than
the two interpretable models both for the training dataset (in-sample) and the test dataset (out-
of-sample) in the term of both PCC and G-Mean.

This result motives us to investigate methods that boost the interpretability of the BB models.

5.2, APPLICATION OF INTERPRETATION METHODS ON BLACK-BOX MODEL

5.2.1. FEATURE IMPORTANCE

As the number of features is too many, we show the feature importance only of the features
that have 'C' in the first letter of their feature name ('C' features) among our data. According
to Figure 14, 5, and 9, the results are outstanding compared to other 'C' features, implying that
these two features’ inputs relatively strongly affect the judge if the transaction is fraud.

Feature Importance
1020

EEE Feature Importance

1015 1

1010

1005 A

1000 A

Feature Importance

0.995 -

0.990 -

QG OGadaaGaoAamalazaszas
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Figure 14. Feature Importance of the trained CNN
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5.2.2. PARTIAL DEPENDENCE PLOT

Because of the same reason as in the previous section, we show the partial dependence plot

only of the 'C' feature. Figure 15 shows that most of them show a linear relationship between
the input and the output. Some of them show a nonlinear relationship between the input and
the outcome. And the range of the average results varies among 'C' features. For example,

the range of the average outputs of 'C1' is about 0.005, and the one of 'C9' is about 0.02, 4

times larger than 'C1'.
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Figure 15. Graphs of Partial dependence plot
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5.2.3. LIME

Figure 16 shows a LIME explanation for a sample that was predicted as a fraud transaction
by the CNN model. The graph of the local explanation implies that the 'Devicelnfo_BLADE L7
Build/MRASS8 K' feature affected the model's judge the most. To check if the LIME explanation
is helpful to correct, we made a fake sample that has the same input figures for all the features
with the sample used in Figure 16 but for the 'Devicelnfo_ BLADE L7 Build/MRA58K' feature,
which we changed from 1 to 0, and we inputted the fake sample into the CNN model. The
calculated probability of the fraud transaction was about 87%, which was lower than the
probability calculated with the original sample, 99.9%. The output got improved to some extent
but not enough since it was still over 50%, and there was no space to improve from the
implication of this LIME. Therefore, we rebuilt LIME with ten features, five more features than

the LIME in Figure 17, to expand possible space to manipulate the output.

Local explanation for class Fraud

Devicelnfo_BLADE LY Build/MRASEK = 0.00
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id_30_Android 5.1.1 1
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Figure 16. LIME explanation for a sample that was predicted as a fraud transaction by the
CNN model
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The local explanation of the LIME in Figure 17 implies that the customer of the sample

transaction can improve the model's prediction by changing the sample's inputs

'‘Devicelnfo_BLADE L7 Build/MRA58K' and Deviceinfo_R831L'. Thus, we made another fake
sample that has the same input figures for all the features with the sample used in Figure 16
but for the 'Devicelnfo_BLADE L7 Build/MRAS58K' feature, which we changed from 1 to 0, and

of

'Deviceinfo_R831L', which we changed from 0 to 1, and we inputted the new fake sample into

the CNN model. The calculated probability of the fraud transaction was about 1%, which was

way lower than 50%, and the transaction was judged as legit.
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Figure 17. LIME explanation with ten features for a sample that was predicted as a fraud

transaction by the CNN model
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6. DISCUSSIONS

The need to understand why a specific prediction is made becomes more critical than the actual
result as highly regulated, in our case, financial institutions address self-learning algorithms to
create a crucial decision that affects individuals and society overall (Rudin, 2019).

Comparing the three models shows a good example that motivates credit card providers to select
BB models for their credit card fraud detection. On the other hand, as discussed in the literature

review section, choosing the BB model leads people to the challenge in its interpretability.

In the context of credit card fraud detection, the required interpretability differs between the credit
card providers and the customers. For credit card providers, the information to judge the model
validity is essential. Feature importance is helpful to recognize the order of the magnitudes of
the impacts of the features on the output. This method helps the providers specify which feature
the model considers essential. They can use the information to compare with their experience-
based understanding, enabling them to check if the model is trustworthy.

The PDP gives different information: the relationship between a feature and the model's output.
This method helps the providers recognize how much a change of input of a feature affects the
outcome averagely among all samples. The providers can use the implication to judge if it
matches their understanding, enabling them to assess the model's trustworthiness.

LIME gives very little information for the providers because local interpretability for one specific
sample gained from LIME is not enough information to judge the whole model's trustworthiness

except if they can improve the model only around the local feature input space.

On the other hand, for the customers, the information to interpret the cause of the output is
essential. Feature importance is not so much helpful for the customers compared to the providers
since feature importance gives only a list of the possible causal features. Unlike feature
importance, the PDP gives very informative implications for the customers. The PDP enables
the customers to guess how they can improve their customer profile to accept their transactions
as legit one’s next time if the model detects the transactions as a fraud despite being not a fraud.
And LIME is the most potent method among the methods we applied in this paper since, with
LIME, the providers can provide the concrete reason for the model's prediction to their

customers.
However, as you might think, you need to pay attention when you provide the information to your

customers using these methods since there may be cases that the real imposters refer to deceit

in the model.
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7. CONCLUSIONS

In this paper, firstly, we trained two interpretable models, the Logit model and Decision Tree with
its shallow depth, and one BB model, the NN model, using a credit card fraud detection dataset
from Kaggle. Based on our case study, we showed an example that the BB model outperforms
the other two interpretable models in the term of both PCC and G-Means. This result implies the

potential advantage of applying the BB model in practice.

Secondly, we provided a use-case of 3 interpretation methods, Feature importance, Partial
Dependence plot, and LIME, applying to the trained NN model, and showed that interpretation
methods could increase the BB model's interpretability. We discussed the result of this use-case
and found that Feature importance and PDP can be a good indicator for the model users for their
business to check the model's trustworthiness. The PDP and LIME can provide good insights for
the model users as the company's customers to infer the reason for the model outcome, the

cause of the decline of the credit card transaction in our paper's context.

On the other hand, in this paper, we could not obtain reasonable implication that clears up the
claims that come from the ethical side, like the prohibition of the usage of the personal
information for the model predictions and to find suitable interpretation methods for this matter is
one the of essential subjects for future research.
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APPENDIX

V258 <= 0.015
gini = 0.5
samples = 100.0%
value =[05, 05]
class = 0.0

V294 <= 0.0
gini = 0.48
samples = B1.6%
value = [0.6, 0.4]
class = 0.0

V294 <= 0.001
gini = 0373
samples = 21.7%
wvalue = [0.248, 0.752]

C14 <= 0.001
gini = 0396
samples = 59.9%
value = [0.728, 0.272]

class = 0.0 class = 1.0
gini = 0.391 gini = 0.325 gini = 0.439
samples = 7.7% samples = 52.2% samples = 16.6%
value = [0.267, 0.733]|value = [0.796, 0.204] value = [0.325, 0.675]
class = 1.0 class = 0.0 class = 1.0

Figure 18. (Appendix 1). The trained decision tree model with depth = 3

# -*- coding: utf-8 -*-
import pandas as pd
import os
dir_data="***'

os.chdir(dir_data)

# - merge and save original data in pickle

df=pd.read_csv('data/ieee-fraud-detection/train_identity.csv')
tmp=pd.read_csv('data/ieee-fraud-detection/train_transaction.csv')
df=pd.merge(df,tmp,on="TransactionID',how="outer")
df.to_pickle('input/fraud-detection_rawdata.pkl")

del df

del tmp

s make data set for DL
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import numpy as np

df=pd.read_pickle('input/fraud-detection_rawdata.pkl')

R create nan_feature from each interval & ratio variables and insert 0 to each cells
with nan
# specify the columns
col_Float_with_nan=[]
for col in df.columns:
if 'nan’ in np.unique(df[col].astype(str)) and dff[col]].dtypes[0]!=object:

col_Float_with_nan.append(col)

i=1

total=len(col_Float_with_nan)

for col in col_Float_with_nan:
# create and combine nan feature dummy
dummy=[1 if df[col][i].astype(str)=="nan' else 0O for i in df.index]
df[col +'_nan]=dummy
# replace nan with O
df[col]=[O0 if df[col][i].astype(str)=="nan’ else dffcol][i] for i in df.index]
print(str(i)+"/"+str(total))

i+=1

R convert nominal variable into dummy variables

col_notFloat=df.columns[df.dtypes==object]

for col in col_notFloat:
dummy=pd.get_dummies(dff[col]])
if 'nan’ in np.unique(df[col].astype(str)):
df=pd.concat([df,dummy],axis=1)
else:
dummy=dummy.iloc[:,:-1]

df=pd.concat([df,dummy],axis=1)

df=df.drop(columns=col_notFloat)
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df.to_pickle('input/fraud-detection.pkl’)
del df,col,dummy,col_notFloat

# - e

import pandas as pd
from sklearn.preprocessing import MinMaxScaler

import numpy as np

df=pd.read_pickle('input/fraud-detection.pkl’)
tmpl=df.iloc[:,:round(df.shape[1]/2)]
tmp2=df.iloc[:,round(df.shape[1]/2):]
del df
for col in tmpl.columns:

tmp1[col] = MinMaxScaler().fit_transform(tmp1[col].values.reshape(-1,1))
for col in tmp2.columns:

tmp2[col] = MinMaxScaler().fit_transform(tmp2[col].values.reshape(-1,1))

df=pd.concat([tmpl,tmp2],axis=1)
del tmp1, tmp2

# push down data size by converting dtype from float64 to float16

# and save this file
df.astype(np.floatl6).to_pickle(‘input/fraud-detection_transformed.pkl’)
del df,col

R make train & test data with SMOTEing train data
#- —

from sklearn.model_selection import train_test_split # splitting the data

df=pd.read_pickle('input/fraud-detection_transformed.pkl’)

y_col="isFraud'
y_var=df[y_col]

X_var=df.loc[:, df.columns !=y_col]

48



del df,y_col

# split data into training data set and test data set
X train, X_test, y_train, y_test =train_test_split(X_var, y_var, test_size = 0.5, random_state
= 0)

dely var, X var

X_train.to_pickle('input/fraud-detection_transformed_X_train.pkl")
X test.to_pickle('input/fraud-detection_transformed_X_test.pkl')
y_train.to_pickle('input/fraud-detection_transformed_y_train.pkl’)
y_test.to_pickle('input/fraud-detection_transformed_y_test.pkl")
del X_train,y_train,X_test,y test

# use smote to increase fraud case sample size

import numpy as np

from imblearn.over_sampling import SMOTE
X_train=pd.read_pickle(input/fraud-detection_transformed_X_train.pkl’)
y_train=pd.read_pickle('input/fraud-detection_transformed_y _train.pkl’)
X_train_smote, y_train_smote = SMOTE().fit_resample(X_train, y_train)

del X_train,y_train
X_train_smote.to_pickle('input/fraud-detection_transformed_X_train_smote.pkl")
y_train_smote.to_pickle('input/fraud-detection_transformed_y_train_smote.pkl’)

del X_train_smote,y train_smote

Figure 19. (Appendix 2). Python code for Data Processing

# -*- coding: utf-8 -*-

Created on Sat Apr 10 15:45:25 2021

@author: n2ngo
import pandas as pd
import os

from sklearn.linear_model import LogisticRegression

from sklearn.metrics import plot_confusion_matrix
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from termcolor import colored as cl # text customization
from sklearn.tree import DecisionTreeClassifier as dtc # tree algorithm
from sklearn.metrics import accuracy_score # model precision

from sklearn.tree import plot_tree # tree diagram

dir_data="***'

os.chdir(dir_data)

# - e

X_train=pd.read_pickle('input/fraud-detection_transformed_X_train_smote.pkl’)
y_train=pd.read_pickle('input/fraud-detection_transformed_y_train_smote.pkl’)

model = LogisticRegression(solver='liblinear’, random_state=0)
model.fit(X_train, y_train) # matrix is too big to calculate
plot_confusion_matrix(model,X_train, y_train)

del X_train,y_train

X_test=pd.read_pickle('input/fraud-detection_transformed_X_test.pkl")
y_test=pd.read_pickle('input/fraud-detection_transformed_y_test.pkl’)

plot_confusion_matrix(model,X_test, y_test)

dely test, X_test, model

#- e
s Calc with Desicion tree model
# - e
depth_DT=3

X_train=pd.read_pickle('input/fraud-detection_transformed_X_train_smote.pkl’)

y_train=pd.read_pickle('input/fraud-detection_transformed_y_train_smote.pkl’)

model = dtc(criterion = 'gini', max_depth = depth_DT)
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model.fit(X_train, y_train)

# model.to_pickle('output/DecisionTree_'+str(depth_DT)+'.model’)
from sklearn.metrics import plot_confusion_matrix
plot_confusion_matrix(model,X_train, y_train)

del y_train, X _train,depth_DT

# calc prediction accuracy for test data
X_test=pd.read_pickle('input/fraud-detection_transformed_X_test.pkl")

y_test=pd.read_pickle('input/fraud-detection_transformed_y_test.pkl’)

pred_model = model.predict(X_test)
print(cl('Accuracy of the model is {:.0%]}".format(accuracy_score(y_test, pred_model)), attrs
= [boldT))

# draw predicted decision tree
feature_names = X_test.columns
target_names = pd.unique(y_test).astype(str)
plot_tree(model,

feature_names = feature_names,

class_names = target_names,

filled = True,

rounded = True,

proportion=True)

# make Confusion Matrix
# from sklearn.metrics import confusion_matrix
# confusion_matrix(y_test,pred_model,normalize=None)

plot_confusion_matrix(model,X_test, y_test)

del y_test, X _test, pred_model , feature_names,target_names, model

Figure 20. (Appendix 3). Python code for Logit model and Decision Tree

# -*- coding: utf-8 -*-
import os
from matplotlib import pyplot as plt

import seaborn as sns

51




import pandas as pd
import tensorflow.keras as keras

import tensorflow as tf

dir_data="***'

os.chdir(dir_data)

def myConfusionMatrixPlot(y_test,y pred,norm_flg):
y_testdf=pd.DataFrame(y_test.iloc[:,0])
y_testdf.reset_index(inplace=True)
y_preddf=pd.DataFrame(y_pred.iloc[:,0])
y_preddf.reset_index(inplace=True)
tmp=pd.DataFrame(y_preddf.iloc[:,1])
tmp['true'l=y_testdf.iloc[:,1]
mat=pd.crosstab(tmp.iloc[:,1],tmp.iloc[:,0],normalize=norm_flg)
fig=plt.figure()
fig.add_subplot(111)
plt.xlabel("predicted label")
plt.ylabel("true label™)
if norm_flg :
plt.title("Confusion Matrix (%)")
sns.heatmap(round(mat*100,3),annot=True,square=True,cbar=False)
else:
plt.title("Confusion Matrix")
sns.heatmap(mat,annot=True,square=True,cbar=False, fmt='g’)
fig.show()

def return_y pred(X,model):
pred_model_p=model.predict(X)
try:
y_pred=[1 if pred_model_p[i]>0.5 else O for i in range(len(pred_model_p))]
except:
y pred=[1 if pd.DataFrame(pred_model_p)[O][i]>0.5 else 0 for
range(len(pd.DataFrame(pred_model_p)[0]))]
y_pred=pd.DataFrame(y_pred,columns=[y_pred')

in
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returny_pred

X_train=pd.read_pickle('input/fraud-detection_transformed_X_train_smote.pkl")
# convert the shape to make df fit for Conv1D func
X_train=X_train.values.reshape(X_train.shape[0],X_train.shape[1],1)

y_train=pd.read_pickle('input/fraud-detection_transformed_y _train_smote.pkl’)

# 1 dimentional convolutional neural network model

model = tf.keras.models.Sequential()

model.add(keras.layers.Conv1D(filters=24, kernel_size=40,

input_shape=(X_train.shape[1:])))
model.add(keras.layers.Conv1D(filters=24, kernel_size=40))

# model.add(keras.layers.Conv1D(filters=24, kernel_size=100))

# model.add(keras.layers.Conv1D(filters=24, kernel_size=200))
model.add(keras.layers.Flatten())

model.add(keras.layers.Dense(1024, activation=tf.nn.relu))
model.add(keras.layers.Dense(512, activation=tf.nn.relu))
model.add(keras.layers.Dense(32, activation=tf.nn.relu))
model.add(keras.layers.Dense(1, activation="sigmoid'))
model.compile(optimizer='Adam’, loss='binary_crossentropy', metrics=['acc'])

model.summary()

model fit(X_train, vy train,epochs=10,verbose=1, batch_size=512,use_multiprocessing=

True)

model.save(dir_data+'/output/CNN_smote’)

model = keras.models.load_model(dir_data+'/output/CNN_smote")
myConfusionMatrixPlot(pd.DataFrame(y_train),return_y_pred(X_train,model),False)

del y_train, X_train
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# make Confusion Matrix for test set
X_test=pd.read_pickle('input/fraud-detection_transformed_X_test.pkl’)
X_test=X_test.values.reshape(X_test.shape[0],X_test.shape[1],1)
y_test=pd.read_pickle('input/fraud-detection_transformed_y_test.pkl’)

myConfusionMatrixPlot(pd.DataFrame(y_test),return_y pred(X_test,model),False)

y_est_p = model.predict(X_test)
y_est=[1lify est p[i]>0.5 else 0 for i in range(len(y_est_p))]

df=pd.DataFrame({'Pred_Prob"[y_est_pJi][0] for i in range(len(y_est_p))],
'Pred_y"y_est,
'‘Act_y"y test.to_list()})

df.to_csv(dir_data+'/output/CNN_smote/prediction.csv',index=False)
del y_test, X _test

model.save(dir_data+'/output/CNN_smote")
del model

Figure 21. (Appendix 4). Python code for Neural Network model

# -*- coding: utf-8 -*-
import os

import pandas as pd
import keras

import numpy as np

import matplotlib.pyplot as plt

dir_data="**"
os.chdir(dir_data)

model = keras.models.load_model(dir_data+'/output/CNN_smote")

FI=[]
col_n=34 # from C1
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y_train=pd.read_pickle('input/fraud-detection_transformed_y_train.pkl').astype(‘float16’)
X_train=pd.read_pickle('input/fraud-detection_transformed_X_train.pkl’).astype('float16')
X_train=X_train.values.reshape(X_train.shape[0],X_train.shape[1],1)
y_est_o=model.predict(X_train)

y_est_o=[y_est 0[i][0] for i in range(len(y_est_0))]

error_o=np.std(y_est_o-y_train)

del X_train

for k in range(0,14):

y_train=pd.read_pickle('input/fraud-detection_transformed_y _train.pkl).astype('float16")

X_train_per=pd.read_pickle('input/fraud-
detection_transformed_X_train.pkl').astype(‘float16")

col=X_train_per.columnsjcol_n]

cut_point=int(X_train_per.shape[0]/2)

X_train_a=X_train_per.iloc[:cut_point,:]

X_train_b=X_train_per.iloc[cut_point:,:]

print(str(k)+":"+col)

tmp_a=X_train_alcol].values
tmp_b=X_train_bl[col].values
X_train_a.loc[:,col]=[tmp_bJi] for i in range(len(tmp_b))]
X_train_b.loc[:,col]=[tmp_a[i] for i in range(len(tmp_a))]

del X_train_per,tmp_a,tmp_b

X_train_a=X_train_a.astype(‘float16")

X_train_b=X_train_b.astype(‘float16")

X _train_a=X_train_a.values.reshape(X_train_a.shape[0],X_train_a.shape[1],1)
X_train_b=X_train_b.values.reshape(X_train_b.shape[0],X_train_b.shape[1],1)
y_est_p_a=model.predict(X_train_a)

y_est p_a=[y_est p_a]i][0] foriin range(len(y_est_p_a))]
error_p_a=np.std(y_est_p_a-y_train[:cut_point])
y_est_p_b=model.predict(X_train_b)

y_est_p_b=[y_est_p_bJi][0] foriin range(len(y_est_p b))]
error_p_b=np.std(y_est_p_b-y_train[cut_point:])

error_p=(error_p_aterror_p_b)/2

55



Fl.append(error_p/error_o)
dely est p_a)y_est p b,y train
del error_p, X train_a,X train_b

col_n+=1

X_train=pd.read_pickle('input/fraud-detection_transformed_X_train.pkl").astype('float16")
col_n=34

plt.bar(X_train.columns[col_n:(col_n+14)], FI, label='"Feature Importance")

plt.legend()

plt.xlabel('Feature’)

plt.ylabel('Feature Importance")

plt.ylim(0.99, 1.02)

plt.title('"Feature Importance’)

plt.show()

del X_train

Figure 22. (Appendix 5). Python code for application of Interpretation methods 1: Feature
Importance applied to CNN model

# -*- coding: utf-8 -*-

import os

import pandas as pd

import keras

import numpy as np

import matplotlib.pyplot as plt
import gc

dir_data="**"
os.chdir(dir_data)

model = keras.models.load_model(dir_data+'/output/CNN_smote")

def my_PDp(col_n,model):
PD=[]
foriin range(11):
print(str(i)+'/10")
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X_train=pd.read_pickle('input/fraud-
detection_transformed_X_train.pkl’).astype('float16")

col=X_train.columns[col_n]

tmp=X_train

tmp[col]=np.zeros(tmp.shape[0])+i/10

tmp=tmp.astype(‘float16")

tmp=tmp.values.reshape(tmp.shape[0],tmp.shape[1],1)

del X_train

y_est=model.predict(tmp)

PD.append(np.average(y_est))

del tmp,y_est

print(str('"PD is:'+str(PD[i])))

plt.plot([j/10 for j in range(11)], PD, label=col)
plt.legend()

plt.xlabel(col)

plt.ylabel('average Probability’)
plt.title('Partial Dependence plot’)

plt.show()

gc.collect()

for col_n in range(36,34+14):
my_PDp(col_n,model)

Figure 23. (Appendix 6). Python code for application of Interpretation methods 2: Partial
Dependence plot applied to CNN model

# -*- coding: utf-8 -*-
import lime

import lime.lime_tabular
import os

import keras

import pandas as pd
import numpy as np

# import gc
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dir_data=""**"

os.chdir(dir_data)

model = keras.models.load_model(dir_data+'/output/CNN_smote")

X_train=pd.read_pickle('input/fraud-detection_transformed_X_train.pkl").astype(‘float16")

feature_nm=np.array(X_train.columns)

categ_features =[]

X_train=X_train.values.reshape(X_train.shape[0],X_train.shape[1],1)

explainer = lime.lime_tabular.RecurrentTabularExplainer(X_train,
feature_names=feature_nm,
class_names=['Fraud1,
categorical_features=categ_features,

verbose=True)

# make function
class myLIME:
def contribution(exp):

res=exp.as_list(0)

coef=exp.as_map()

x=[]

y=[l

for j in range(len(coef[0])):
res[j]=list(res][j])
x.append(feature_nm[coef[O][j][0]] + res[j][O][-7:])
y.append(resfi][1])

import matplotlib.pyplot as plt

fig, ax = plt.subplots()

ax.barh(x,y)

ax.set_title('Local explanation for class Fraud')

ax.invert_yaxis()

plt.show()

def featurevalue(exp):

coef=exp.as_map()

x=[]

y=lI
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for j in range(len(coef[0])):
x.append(feature_nm[coef[O][j][0]])
y.append(X_train[i][coef[O][j][O]][0])

import matplotlib.pyplot as plt

fig, ax = plt.subplots()

ax.barh(x,y)

ax.set_title('Feature Value")

ax.invert_yaxis()

plt.show()

i=3
exp = explainer.explain_instance(X_train[i], model.predict_proba,labels=(0,

num_features=10)

myLIME.contribution(exp)
myLIME.featurevalue(exp)

X_train=pd.read_pickle('input/fraud-detection_transformed_X_train.pkl").astype('float16")
X_train=X_train.values.reshape(X_train.shape[0],X_train.shape[1],1)
xcol=pd.read_pickle('input/fraud-
detection_transformed_X_train.pkl).astype('float16').columns
model.predict(X_train[i:i+1])

# make fake sample as a counter sample
counter_sample=X_train[i:i+1]
counter_sample[0][xcol=="Devicelnfo_ BLADE L7 Build/MRA58K"]=0
counter_sample[0][xcol=="Devicelnfo_R831L"]=1

model.predict(counter_sample)

),

Figure 24. (Appendix 7). Python code for application of Interpretation methods 3: LIME
applied to CNN model
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